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Effective HPC hardware management and Failure
prediction strategy using IPMI

Richard Libby

rml@hpc.intel.com

Abstract come to mind. There is, of course, always the
barrier of limited bandwidth, be it in the front

Intelligent Power Management Interface Side bus, the i.nterconnect or any other fgrm
(IPMI) defines common interfaces to “intel- of 1/0. Others include space, power, cooling,

ligent” hardware used to monitor a server'smonitoring and management. This paper will

physical health characteristics, such as temiOCUS 0N monitoring, management and predic-

perature, voltage, fans, power supplies andive aqalysis: essentia_llly overalI_HPC health
chassis. These capabilities provide infor-2nd ‘sickness prevention.” Intelligent Power
mation that enables system managemen{\/'a”ageme”t Interface (hereafter referred to
recovery, and asset tracking which help drive?S IPMI) is an abstracted hardware layer that

down the total cost of ownership (TCO) and prqvides_ power control, alerti_ng, sensor moni-
increase reliability in today's HPC market. toring, Field Replaceable Unit (FRU) storage,
The new interfaces in IPMI v1.5 facilitate S€NsOr Data Record (SDR) storage, customiza-

the management of rack-mounted Hpclion, configuration all through multiple meth-
servers and systems in remote environme

n‘i’ds of secure access. The total cost of a hard-
over serial, modem and LAN connections,Varé and software package has come down
New capabilities combined with the remote T0M US$30/node to sub-US$10, making man-
management functionality allow HPC

|T @gement a viable solution to reduce the total
managers to manage their servers and systenfe©St of ownership (TCO).

regardless of system health, power stat§ne |p\v| specification itself is a mere 450
or supported communication media. IPMl 5005 and the other supporting documents
compliant servers essentially eliminate the(fourofthem [Reference section: C, D, F & H]
need for external hardware to perform they s 3 referenced documents or RFCs) make
same function, thus saving costs. This papef,. 5 good, long weekend of reading. This pa-
will introduce the specification, the benefits Ofper is a brief summary on how to use IPMI to

IPMI with respect to HPC and other clustersget the most out managing large scale HPC de-
and how it could be used to generate alarms tﬂloyments, and be able to use it to predict fail-

a monitoring system before hardware failures ;o5 pefore they happen, thereby reducing the
become severe enough to cause cluster failurer~ of the entire system. The assumption is

made in this paper that IPMI is implemented
1 Introduction with strict consideration to the specifications.

If we were to look at what hinders large scale
cluster deployments, only a handful of barriers
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2 Power Control deployment. Let's say for example, that at
best you could control eight machines with one
network power switch. At US$63 per out-

Hardware management of large scale HPC d&g; 556 outlets would cost you US$16k, 512

ployments today is quite possible if you haveq ets would cost US$32k and 1000 outlets

access to many people, infinité resources, or g, 14 cost US$63K. This adds only a little to
magic wand. Since most of us have either NON@e overall cost, but hey, if it is offered with

of these (in the case of the magic wand), Oty |pp| compliant server, you could use this
limited amounts of them (in the case of manyqitional money to purchase more servers.
people and infinite amounts of money), MaN-rhere’s more on powering on and off, but it

aging large scale deployments of anything i§yj| pe covered in another section.
quite a chore. What do we really mean by

'managing?’ Most think of managing a clus- In addition to being able to reset, power on
ter as isolated systems: hardware and softand off, having the ability to query the server
ware. | would submit that it is a combination power status is also valuable. Instead of hav-
of both. If hardware fails, so does software.ing to force power off (if on and vice versa),

If software fails, hardware becomes a reallypotentially losing a job or data, you can query
expensive room heater. So, management bee see if the server’'s power is on or off. This
comes the ability to control software by look- seems rather trivial at times, but in some in-
ing at hardware as one failure point, or havestances when there is no OS available and the
the software control the hardware if thresholdsserver is not in any proximity to you, it is nice
increase beyond set limits. These control methto have this feature.

ods include powering off a server, powering on

a server, resetting a server, and obtaining statds@Stly, one nice control feature is telling the
of the power condition. UID light what to do, and how long to do it

for. This is the little blue light found on the
Resetting the server from a remote locatiorfront and rear of most servers that turns on to
seems trivial to most. “Why not just execute aidentify it from other servers in cases of large
command such a remote ‘init 6’ (Soft reset)?”scale HPC build-outs.
or something similar depending on the operat-
ing system some might ask. Ah, but what hap- .
pens if the operating system is hung? Oh, jusf3 Alerting
send one of your people down and hit the reset
button. In the case of the TeraGrid project, thatPower control is essential, but from a predic-
may not be possible since there are at least foutive failure analysis standpoint, alerting is the
sites where the HPC might be at. So, a systerdriving force of determining if any one point
reset function has gone from being a trivial ac-of the HPC is suffering. Think of the alert-
tion to a not-so-trivial action. Using IPMI, a ing component as pain identification. This
system reset is trivial with a mere command. identification breaks down into event filtering,

trapping (via SNMP), and policy management.

Powering on and off a system is not quite asgome aspects will not be mentioned fully, as
trivial to achieve. Sure it is, you say. You go they will be covered in other sections.
out and purchase a network power switch, and

spend about US$500.00 in the process. ORWithout going into too much depth, when
SO you can achieve power control this way, the Baseboard Management Controller (BMC,
but not cost effectively in a large scale HPCa.k.a. the service processor) observes an event
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that occurs (see sensor section for types ofdjoining it would read higher ambient chas-
events that might be interesting), it logs it into sis temperature, and show skewed temperature
non-volatile space into a Server Event Logdata, but with the information, a stealthy sysad-
(SEL). Events generated either externally omin could correlate the HVAC ‘on’ times with
internally are run through a filter within the a drop in ambient temperature inside the rack
BMC that can perform actions based on poli-that gets hit with a blast of cool air. Although
cies (more on policies later). These typeshis condition in and of itself is not bad, one
of events might indicate impending danger ofset of servers in the HPC might run faster due
catastrophic events on any one machine, or ito being slightly cooler and cause other bottle-
more serious cases, could indicate rack-wideecks.

implications, such as a fire. The ability to fil-

ter events combined with policy management

gives the HPC administrator a powerful toolin4  Common Sensor Model

predicting impending failure.

One of the keys to being able to predict (andSo, what can IPMI in its present state touch and
later analyze) whether there is an impendindeel? Presently, it includes voltage, tempera-
failure, is knowing about it. The trapping com- ture, fan speeds, and presence.

ponent forwards on messages via SNMP to a _ N
“health master” that could look at the eVent_Servers based on IPMI give the ability to mon-

(and compare it against a set of policies), deltor voltages on the baseboard and power sup-

termine if it was critical enough to ruin jobs on Pl In cases where there is a lot of solar spot

that node, and take appropriate action(s). activity, this data could be useful. For exam-
ple, too many voltage changes, and memory

Policies can be set up to read either discretenight start to have single bit errors, and too
or threshold-based values and define an actiomany of those might generate a multi-bit error
based on the type of event it is. For examplethat is not recoverable. From an industrial and
if a server in your HPC had a fan failure, the commercial perspective, if the server suffered
most likely thing you would see from an end this, jobs would either be lost, or potentially
user point of view is to hear the other fans ramphave silent data corruption. Having the ability
up. That action is an event that was driven byto monitor and log this data could be useful to
the BMC through a policy that was set eithersee if there were external environment condi-
by a factory setting, or specified by an admin-tions that would impact server stability. In this
istrator programmatically. Once the other fangparticular example, a sysadmin might want to
were ramped up to compensate for the missingpec out Telco grade hardware that runs on DC
fan, alerts can be trapped and sent via any nunpower, thereby eliminating the external condi-
ber of methods to the “health master,” which intion and increasing reliability.

turn, can determine (possibly by its own set of _

policies) if the event warrants moving data orVith the tight thermal tolerances these days,
jobs from one machine to a spare. Data cafd fan fallure_ in server cha_\SS|s_can result in
be recorded and analyzed later for recurrinfl catastrophic loss, especially in the smaller
trends or even external environment conditiond®'™M factors (i.e. 1U). Having the ability to

that might be causing failures. One example of1ONitor fan speeds can greatly increase the
this might be as follows: One rack might be sit- Chance of keeping jobs that are running on one

ting directly under a cooling source. The racksmeémber of the HPC and moving them to an-

other, provided the event deems it worthy of
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doing so. This does not just include chassidf the OS does go south, another nice method is
fans, but can be expanded to include processousing the Remote Management Control Proto-
memory, and hard drive bay fans. col (RMCP) over the LAN. IPMI-based servers

_ ) have 3.3 volts standby power that provides the
Temperature is a key aspect to monitor for pregpc with enough juice to live on. With the

dicting failure in an HPC. Logging events, US- -5st of network interface cards (NIC) com-

ing stats to show trends, and reacting to 9genefng down, and many board manufacturers plac-
ated alerts are the ways to decrease a sysafly them on their server boards, this becomes

min’s possibilities of downtime. It will also the avenue on which to send UDP packets di-
increase the ability to determine external envi-

- rected to port 623 that can issue IPMI com-
ronment conditions that would affect HPC per-,,ands.  This becomes a close second to the
formance, since heat is a critical aspect.

KCS in that it replaces legacy serial concentra-

The last aspect of the common sensor model jtlon servers,dallr?vylng the sys?dmln or IT man-
the ability to detect presence. At times it would 296" t0 spend their USS50K (for every 40 ports

be nice to detect if the server chassis lid wa@"d US$1.2M for 1000 servers) elsewhere on
opened. The system might log an entry into théhe HPC.

SEL based on chassis intrusion. This might beyiher methods of access include direct serial

useful information later on to determine cause%Sing a serial concentration server. The down-
of ambient temperature changes, or even to desjge to this interface is the cost for the serial

termine what time the processors and memory,ncentration server. One nice feature worth

disappeared out of the best server. mentioning in a Linux environment is Serial
Over LAN (SOL). This allows the HPC sysad-
min to enable serial redirect and have it piped
5 Access Methods over the network interface, thereby eliminat-
ing the need for a Keyboard-Video-Mouse con-
_ troller (KVM). Costs are exorbitant and ca-
Ok, so we are able to monitor all these coOlyjiny hecomes a nightmare for large scale HPC
things on our server, but how does the sysadgenioyments. (Other features include private
min or developereally get to them? There .,,,50ement bus (private 12C bus), and ability

are multiple methods to get the informationy, 444 ahove board remote management cards.)
you need from an IPMI-based server. They in-

clude KCS, LAN, serial, modem, 12C, IPMB One nice feature of IPMI is the ability to for-
and ICMB. None of these methods will be dis-ward information on to other IPMI compliant
cussed in too much detail here due to space arskrvers. Essentially, each IPMI server can be-
scope constraints. come a proxy to relay messages to another

IPMB through the Intelligent Chassis Manage-

One o.f the most common methods to getto the, .t Bus (ICMB). A sysadmin or network ar-
BMC is through an interface called Keyboard .hitact could design an ICMB network (really

Controller Style (KCS). For IPMIlaymen, this 5, r5_g45 multiport serial bus) that would al-

means a driver that is loaded and controlleqOW up to 64 nodes per network. Manage-

through the OS. This is the preferred method tGn et hackets could be routed over this network
access the Intelligent Power Management Bu§,qtead of tying up the LAN channel, or in

(IPMB), but certainly not the only one, and cer- .ocas when the LAN was down, routing over

tainly in cases where the OS has gone south foo g RS-845 also allows broadcasts, so the
the winter.
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sysadmin could invoke a broadcast to a banke the preferred privilege level to use. One

of servers. Imagine it, a command that saidquick word of caution: an administrative privi-

“Hello, rack of servers, shut down.” lege level can even disable the channel they are
coming in over.

6 Authentication Encryption is tied closely to authentication.
There are basically three main points to re-
member on IPMI encryption. The first is that

All the methods of access are excellent to havepasswords can be sent clear-text, so from a se-

but how are they protected against intrusionurity standpoint, it is something to consider.

This section briefly discusses the channel privThe second is that whatever the user initiates

ilege levels and encryption methods used to auas an encryption algorithm is what will be re-

thenticate to the BMC. turned, provided it falls into the third category.

That is that there are generally two supported

There are four privilege levels to the BMC asencryption algorithms, MD2 and MD5.

defined by the IPMI specification: callback,
user, operator, and administrative.

Callback is essentially irrelevant these days. It7 Field Replaceable Units (FRU)

calls only a predefined number via a modem. It
also only supports enough commands to initi-An enterprise-class system will typically have
ate a callback. If the user is not at that location FRU information for each major system board
then callback is not highly useful. (e.g. processor board, memory board, 1/O
i . . board, etc.). The FRU data can include in-
One nice channel privilege is callgd user. Itformation such as serial number, part num-
would allow subsystems to monitor HPCSpo 1odel and asset tag. What is this really
without _belng mtrusn_/e, and potenﬂall_y Iethal good for in a failure prediction situation? Well,
from a Jo,b perspectlv?. Think of this priv- e «heath master” could be programmed such
llege as 'sensor shag only-essentially ready, -+ it could detect that a remote server's partis
only or only _be_nlgn commands are ‘?‘Ilowquoing to have a failure (let’s just say overheat-
From a predictive analysis perspective, thlgng CPU), look up the part in a parts database,
level Would_give alerting mechanisms with theand alert the sysadmin which part they need to
peace of mind that power control could be ass,yq yith them to service the unit, what the unit
signed to alternate members of the HPC. serial number is, and possibly when it was last

Occasionally though, job scalability demandsServiced. It would minimize downtime. By the

delegation of authority, but not total relinquish- W&y, FRU information can even be available
ing of control. In these cases, the operator priv¥When the system is powered down. Another
ilege level should be chosen. It has all com-Useful example of FRUs being used is auto-
mands available to administration, except conMated remote inventory. “IPMI does not seek

figuration commands that can change the bel© replace other FRU or inventory data mech-
havior of the out-of-band interfaces. anisms, such as those provided by SM BIOS,

and PCI Vital Product Data. Rather, IPMI FRU
And then you have full rights-administrative information is typically used to complement
privilege level. This privilege allows for full that information or to provide information ac-
control over an IPMI-based server. In simplecess out-of-band or under ‘system down’ con-
“health master” implementations, this would ditions.”
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8 Sensor Data Records SDRs can store configuration on are: CPU sen-
sors, chassis intrusion, power supply monitor-
ing, fan speeds, fan presence, board voltages,

IPMI was created with extensibility and scala-board temperatures, bus errors, memory errors,

bility in mind. Unfortunately, with that capa- and even possibly ASF progress codes (where

bility comes a myriad of different componentsthe subsystem is in coming up-essentially a

that can be monitored and controlled in differ-POST code). “Sensor Data Records are kept in

ent fashions. Sensor Data Records (SDRs) pra single, centralized non-volatile storage area
vide system management software the abilitghat is managed by the BMC. This storage
to retrieve information from the platform, and is called the Sensor Data Record Repository
automatically configure itself to meet the capa{SDR Repository). Implementing the SDR
bilities of the platform-essentially an abstrac-Repository via the BMC provides a mechanism
tion layer. that allows SDRs to be retrieved via ‘out-of-

, , , , band’ interfaces, such as the ICMB, a Remote

SDRs exist primarily to describe to server Many\1anagement Card, or other device connected

agement software what a sensor configurag, the |PMB. Like most Intelligent Platform

tion should look like, and to tell software to Management features, this allows SDR infor-
pay special attention to certain sub functionsm‘,ﬂiOn to be obtained independent of the main

SDRs are most'ly not availlable. to end gsersprocessors, BIOS, system management Soft-
but could potentially, especially if purchasing are, and the OS.’

board and chassis separately. For the most part,
SDRs are made specifically for certain config-
urations of board/chassis combinations. 9 System Event Log

SDRs also define thresholds and actions based

on those thresh(_)lds. For example, there mighEvery IPMI compliant server has a System
be an upper critical thrgshold on a b_oard thereyent Log (SEL) which is a centralized, non-
mal sensor, and that might be tied via an SDRg|atile repository for all events generated.
to an action of ramping up fans if excessiveTnink of this not only as a BMC journal. Any

heat was detected. From a failure prediction, inenticated user can enter a SEL entry.
standpoint, the “health master” could detect

these changes, and ramp fans accordingly. ThiSommon events that might be stored are re-
is just one small case, but you can see that thboots, processors offline, memory (both single
permutations get quite large with more serversand multiple bit) errors, sensors that go beyond
in your HPC. What kind of sensor types areset thresholds, PCI parity errors (PERR), Non-
there? Two main categories exist-analog omaskable interrupts (NMI), and many more.
digital, or fan, voltage, temperature. SDRs tellThe “health master” could periodically poll se-
the BMC what the sensor type is in order tolect system eventlogs from the HPC, and deter-
know how to process it (i.e. analog fan situ-mine if there are potential problems that could
ation: you actually get a voltage back whenbe coming down the wire, and mitigate a re-
polling it. The software will need to convert sponse to those problems.

it via a mathematical function (a slope func-
tion: logarithmic, square root, quadratic, sin
and many more defined in the IPMI spec.)

Alerting is done off the SEL as well. When
an event is written to the SEL, it is checked
against policies and threshold values, and per-
Realistically, the types of information that forms actions based on those policies. Too
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much of a health conscious sysadmin couldll Questions Users Might Ask
put in place tighter thresholds, and decrease

the possibility of downtime, while at the same » o questions might remain in the reader’s

time possibly risking more time checking OUtmind still after this brief whetting. One such

false alarms. A truly health conscious sysad- uestion miaht be. “What is the relationshi
min would determine standard thresholds toq diff gb ’ dAl q %
work with safely, while keeping in mind that a or dierence ?etwere]_rll IPMI an hA er; Standar
false alarm here and there might keep them orgi?;umié':tiso?' Ag/:/: :neasoi?; e\évona;igeraeré ?éekr)'e
their toes and possibly prevent a catastrophic P d ‘d1 KtoD/ >t/)'l ol q
failure on a node (or more in some cases). scoped for ‘desktop/mobile” class systems, an

IPMI for ‘servers’ where the additional IPMI
Clearing the SEL is possible as well, in fact,capabilities such as event logging, multiple
once a SEL is queried and data is stored on theSers, remote authentication, multiple trans-
“health master,” itis advisable to clear the SEL.POrts, management extension busses, sensor
The main reason for this is that if the SEL fills access, etc., are valued. However there are no
up, new entries are dropped. This could cause Eestrictions in either specification as to the class
sysadmin to miss critical events that could leacPf system that the specification can be used.

either to extensive downtime, or a catastrophel(i-€-)] you can use IPMI for desktop and mo-
bile systems and ASF for servers if the level of

manageability fits your requirements.”

10 Configuration Another might be, | don’t have IPMI capable
servers today, can | add in an IPMI card? The
short answer to that question is possibly, but it
depends on your server base board. Provided it
has an interface to IPMB, the possibilities in-
crease. But, the best thing to do is to weigh the
These parameters include: BMC policies,costs associated with not having IPMI (as men-
LAN configuration (such as static or dynamic tioned earlier-no KVM, network power switch,
IP address, mask, and gateway), privilege levserial concentration server) and see what bene-
els, alerting functions (such as whom to for-fits it can bring to predict an impending failure
ward alerts to), sensor polling rates, etc. before it happens.

IPMI gives such flexibility that many aspects
can be configured to fit the end-user’s needs.

Imagine for a moment that your “health mas-

ter” detects that it one of the nodes in the HPCL2 ~Summary

is going down due to some failure, and you are

able to retrieve the critical data off the hard,o key to using IPMI for failure prediction

drive. When you bring up a spare node in itSynaysis is the polling and listening software,
place, you can dump the hard drive data baclng how intelligent it is at analyzing the data

down, right? Sure, but what about BMC con-4 make predictions as to where problems lie.
figuration? This is where IPMI shines through

if implemented properly. With most IPMI As most HPC sysadmins know, one large
compliant servers today, a sysadmin can rescale cluster deployment barrier is manage-
trieve the BMC information. But stuffing it ment, monitoring, fault isolation and failure
back onto another machine is a little trickier, prediction. IPMI enables a sysadmin a great
especially if it is over the LAN interface. way to reduce the TCO of HPCs by monitor-
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ing overall HPC health and ‘prevent sickness’

by providing an abstracted hardware layer that
provides power control, alerting, sensor mon-

itoring, Field Replaceable Unit (FRU) stor-

age, Sensory Data Record (SDR) storage, cus-E.

tomization, configuration all through multiple

methods of secure access-all through software.

13 Call to Action

When writing RFQs, make sure to include

IPMI as a required feature in order to reduce F.
TCO and increase manageability in HPC de-

ployments.
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Algorithm. An algorithm for forming a 128-bit
digital signature for a set of input data.

MD5 RSA Data Security, Inc. MD5 Message-Digest
Algorithm. An algorithm for forming a 128-bit
digital signature for a set of input data. Improved
over earlier algorithms such as MD2.

PEF Platform Event Filtering. The name of the col-
lection of IPMI interfaces in the IPMI v1.5 spec-
ification that define how an IPMI Event can be
compared against ‘filter table’ entries that, when
matched, trigger a selectable action such as a sys-
tem reset, power off, alert, etc.

PERR Parity Error. A signal on the PCI bus that indi-
cates a parity error on the bus.

PET Platform Event Trap. A specific format of SNMP
Trap used for system management alerting. Used
for IPMI Alerting as well as alerts using the ASF
specification. The trap format is defined in the
PET specification. See [PET] and [ASF] for more
information.

POST Power On Self Test.
RFQ Request for Quote.

SDR Sensor Data Record. A data record that provides
platform management sensor type, locations, event
generation, and access information.

SEL System Event Log. A non-volatile storage area
and associated interfaces for storing system plat-
form event information for later retrieval.

SERR System Error. A signal on the PCI bus that indi-
cates a 'fatal’ error on the bus.

Soft Reset A reset event in the system which forces
CPUs to execute from the boot address, but does
not change the state of any caches or peripheral
devices.

TCO Total Cost of Ownership. All of the possible
costs involved in the purchase, installation, man-
agement, support and use of the IT infrastructure
within an organization throughout a product’s life
cycle, from acquisition to disposal.



